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ABSTRACT

Advances in hardware and software have made AP discoveyy (e.

We first give a comprehensive taxonomy of rouge access points finding unauthorized or improperly configured APsS) an eask ta
(APs), which includes a new class of rouge APs never additesse for computer attackers. Commodity Wi-Fi network cards treate

in the literature before. Then, we propose an efficient ro§Be
protection system termed as RAP for commodity Wi-Fi network
In RAP, novel techniques are introduced to detect rouge Ads a
to improve network resilience. Our system has the followiige
properties: i) it requires neither specialized hardware modifi-
cation to existing standards; ii) the proposed mechanismbea
integrated with an AP in a plugin manner; iii) it provides a&sto
effective security enhancement to Wi-Fi networks by incogting
free but mature software tools; iv) it can protect the nekwfoom
adversaries capable of using customized equipment anativigl
the IEEER02.11 standard.

1. INTRODUCTION

The increasing popularity of wireless networks has pravittee
network security field with many unprecedented challendes:
example, a new and significant security threat is the pracal®f
rogue APs. Commaodity Wi-Fi networks are particularly vubtde
to rogue APs because of factors such as open medium, insulffici
software implementations, potential for hardware deficitel im-
proper configurations. According to a study by Gartner [é§jue
APs are present on about 20% of all enterprise networks.

A rogue AP is typically referred to as an unauthorized AP ia th
literature. This type of device can be easily deployed byesets.

the capability to capture af02.11 transmissions can be purchased
for about US$30 on eBay. Once in possession of a card, all that
an attacker has to do is to find a program such as “iwconfig” in
Linux that can enable this feature. Hence, the process wingri
around and looking for vulnerable APs (known as “wardrivjng
can be accomplished by people with limited security backgds.
Moreover, the probability that an unprotected AP can beasteu

is increased by people called warchalkers that documenpabd
licize the locations of APs.

To make matters worse, a properly configured AP with security
features enforced can still be compromised, thus becominguse

AP. As shown in [2—4], the most common security protocol,&dtir
Equivalent Privacy (WEP), has been shown to be breakable eve
when correctly configured. Specifically, WEP fails to achieny

of the fundamental security goals of confidentiality, imtgg and
availability.

Wi-Fi Protected Access (WPA) was created in response toetie s
ous weaknesses that researchers found in WEP. It serveoas a ¢
promise between the necessity of improved security andestec-
tions of the legacy WEP hardware. However, WPA does not Reces
sarily work with the first generation access points (APs).eWap-
erating in WPA Pre-Shared Key (PSK) mode, a strong passpigas
required. Otherwise, the secret key might be discoveredunydh-

When a rogue device is connected to a network, it can be used bying a brute-force dictionary attack on authentication feamin this

adversaries for committing espionage and launching atta8kn-
ilarly, improperly configured APs and phishing APs can idtroe
the same security threats once exploited by adversariesefidre,
they can be regarded as rogue APs as well. This paper algs intr
duces a more insidious type of rogue AP, called the compeznis
AP, that has never been addressed before. A detailed tayoabm
Rogue APs is given in Section 3.

*This research is supported by the National Science Fowrdati
grant CCF-0627322.

attack, the hash of each word in a dictionary is compared o th
hashed passphrase used during the handshake. Of course, if t
passphrase used for the WPA encryption is not located inithe d
tionary, this attack fails. Another deficiency of WPA is tlitestill
relies on the RC4 encryption algorithm.

Due to these weaknesses in WEP and WPA, an AP can be eas-
ily compromised. Subsequently, the traditional way of getihg
networks with encryption and firewalls is no longer suffitieA

novel system for protecting networks from rogue APs is ndede
counter these security threats.

The contributions of this paper are twofold. First we previa
detailed classification of rogue APs, which includes a ness<l

of AP never discussed in previous work. Secondly, we develop
a novel rogue AP protection system called RAP that targets co
modity Wi-Fi networks. RAP includes three major componeats
packet collector, a rogue AP preemption engine, and a rodeie A
detection engine. The proposed system can be connectedine or



plemented on APs as small plugins. It works in conjunctiothwi
current security protocols such as WEP and WPA, and it does no
require any specialized wireless hardware. Furthermbcanipro-
tect the network from adversaries using customized equipared
violating the IEEE302.11 standard.

The rest of this paper is organized as follows. Section 2udises
related work. In Section 3, a comprehensive rogue AP taxgriem
presented. The proposed rogue AP protection system isrataiolo
in Section 4. Finally, our conclusion and future researchafions
appear in Section 5.

2. RELATED WORK

Due to the security threats that a rogue AP can pose for catgor
Wi-Fi networks, detecting such APs is one of the most impurta
tasks of an IT department. Traditional rogue AP detectitins®n
network enumeration tools (e.g., NetStumbler) runningaptdps
or handheld devices carried by IT personnel. This “walkindi&l
approach is both time-consuming and unreliable. Furth&ilg

when a rogue AP spoofs characteristics such as the MAC aldres

and Service Set Identifier (SSID) of a legitimate AP.

To help automate the scanning process and provide consrmon-
itoring capabilities, a number of commercial products hbeen
developed [5-7]. AirDefense [5] is one such product. It uses
combination of radio frequency sensors and a IDS/IPS saper
pliance to capture, process, and correlate network evetitsv-
ever, the latest release, AirDeferige, has a starting price of US
$7,995. Lastly, if the specialized monitoring sensors are not pysed
it is difficult to guarantee complete coverage of the networ&n-
sure effective rogue AP detection.

On the other hand, the research community has just receatted

to direct attention toward rogue AP detection. An architetfor
fault diagnostics in IEEB02.11 networks is presented in [8]. Mul-
tiple APs and mobile clients perform RF monitoring to helped®
the presence of rogue wireless devices like unauthorizedd BRch
client is required to install special diagnostic softwaaed rogue
APs are assumed to transmit beacon messages and respooleo pr
requests. In contrast, RAP does not inconvenience clieititsad-
ditional software installs. Further, its detection akilg not based
on the assumption that rogue APs will function properly.

Bahlet al.[9] propose a distributed monitoring infrastructure cdlle
DAIR. It attaches USB wireless adapters to desktop macHiures
more comprehensive traffic capturing ability. Althoughheicues

to reduce false positives/negatives are provided, itstffeness is
still dependent on AP functionality that can be easily tdriod.
Additionally, both of [8] and [9] assume that some specifiareh
acteristics of IEEEB02.11 standards cannot be violated by the ad-
versaries. Conversely, RAP avoids their limiting depemtes) and
provides protection from types of rogue APs that they cawieot
tect.

Differences in inter-packet spacing between traffic flowsanmred
and wireless networks is used in [10] for identification ofjue
APs. However, the scheme does not differentiate betweeazless
traffic from authorized and unauthorized APs. It also assuthat
APs will be connected within one hop to a switch monitoring th
traffic, and relies on visual inspection of traffic charaistizs. RAP
differs from this because it is completely automated andaitvides
comprehensive identification of rogue APs anywhere on aorétw

Multiple network sniffers are used in [11] for detecting vegAPs
and eavesdroppers. Each sniffer has three network cardghan
intrusion detection capabilities are stymied by MAC addisgzoof-
ing. RAP provides techniques to detect rogue APs that haxafeg
MAC addresses without relying on heavily equipped snifférsan
also detect sophisticated eavesdroppers and avert AP oorigg.

Characteristics and network usage statistics of IBEE11 WLAN

in various settings are examined in [12] and [13]. Informatirom
wireless link properties, TCP fingerprints, and SNMP scarnisi
portant in assisting with the prevention and detection glisoAPs.

Sometimes rouge AP detection functionalities are integranto
an intrusion detection system (IDS). A typical IDS scansvoek
traffic and generates an alert when an intrusion has beenteléte
When used with intrusion prevention techniques such asimeal
traffic flow analysis and automatic attack prevention, theusgy
of a network is further enhanced.

Yeo et al. [14] improve the performance of wireless monitoring
by merging packet captures from multiple network sniffensl a
carefully selecting sniffer placement. The techniquesamoited

to characterize MAC layer traffic and perform retrospectiag-
noses. In contrast, RAP is not limited to lay®traffic. It also
supports automatic preemption and detection of variousarét
attacks.

An AP-based system called DOMINO is proposed in [15] for the
detection and identification of greedy wireless clientsisBecheme
places the entire computation and storage overhead on tee AP
which may have limited CPU and memory resources. Contrary to
DOMINO, our scheme distributes its overhead over three etmp
ing modules. In [16], attention is paid to specifically detde
MAC layer misbehavior of selfish hosts. With some modificagio

to the IEEE802.11 standard, the proposed scheme can simplify the
detection of such hosts.

RAP differs from previous work in that it provides robust amin-
prehensive protection against rogue APs for commodity Wief
works. It also defends against a new class of rouge APs that ha
never been discussed in the literature before. Furtheanitdetect
rogue APs that have the ability to violate the IEB&.11 stan-
dard. RAP improves the resilience of Wi-Fi networks throagh
elegant coupling of rogue AP preemption and detection. blwe
the mature techniques and freely available software thd® Bx-
ploys make it an efficient and cost-effective solution. bashodi-
fications to the underlying wireless standard are not necgsgth
RAP.

3. ROGUE AP TAXONOMY

Rogue APs are typically placed into one of three categoiiies:
properly configured, phishing, and unauthorized. In thigies,
we explain each of the above rogue AP classes, and introduce a
more insidious type of rogue AP called the compromised AR. Ou
classification system appears below.

3.1 Improperly Configured AP

Even without malicious intent, a legitimate AP can suddeniy
into a rogue device because of a minor configuration mistékere
are several scenarios where an AP can be improperly confighre
network administrator with insufficient security knowled¢e.g.,
an inability to choose appropriate authentication and ygiion
settings) could fail to set up the AP properly. It is also flolss



that an AP’s driver is faulty or that the device itself is piopdly
defective. An even worse case occurs when a properly coefigur
AP becomes vulnerable after a software update. For exaraple,
driver or firmware update to an AP with WEP enabled could cause
it to restart without WEP protection.

Additionally, it is possible that a computer has both a wiirger-
face and a wireless interface. A network tap can be connéctée
wired card, and the wireless card can be placed in ad hoc ndade.
ad hoc connection usually lacks the necessary securityuresas
such as302.1X user authentication. As a result, the computer can
provide AP (or gateway) functionality to an attacker thaates a
wireless ad hoc connection to it. A properly specified andlénp
mented security policy can avoid this vulnerability. Detéring
proper security policy is beyond the scope of the paper.

3.2 Unauthorized AP

Installing an AP on a secure network without authorizatiomf
the network administrator also creates a rogue AP. Evergththe
AP is not managed by the network administrator, it can séH b
come accepted as part of the official network. This is becthese
AP transmits and receives network traffic as does a legiéndt
Driven by the convenience of network access, this class giigo
APs routinely exists in large organizations with many enjpés.
Anyone with physical access to the premises can ignoranttyss
liciously connect a cheap wireless AP to network. Subsetten
novice users have the ability to create large vulneragdito en-
terprise security and expose an otherwise-secure cogpintaanet
to unauthorized parties. Casual visitors or malicious beglcan
connect to the unauthorized AP to steal bandwidth, retroare
fidential data, attack company assets, or use the networttacka
others.

Another possible origin of rogue APs is neighborhood WLANS.
According to the802.11 standard, clients prefer to connect to an
available AP with high signal strength. For example, Window
XP can automatically connect the best connection availatitén
communication range. Due to this behavior, authorizechtsief
one organization may inadvertently connect to APs from ghnei
boring organization. Though a neighboring AP has not inbent
ally lured a client into connecting with it, these associasi can
still expose sensitive data.

3.3 Phishing AP

An attacker can set up an AP outside the wireless networkaxfik f
ity. It attempts to fraudulently acquire critical credeisi, such as
usernames, and passwords, by masquerading as a trustwdtthy
In addition, it can be configured to replay beacons that itlwars
from legitimate APs, thus fooling some clients within theifgy to
connect to it. This can allow an attacker to conduct a matién-
middle (MITM) attack on a Wi-Fi network that does not enforce
mutual authentication (i.e., client-to-server and setwetlient au-
thentication). It is quite common that WEP-enabled netwatk
not employ mutual authentication.

There are also easy-to-use and freely available tools slEhkeAP
[17] that allow an individual device to masquerade as migthPs.
Although intended to obfuscate a network’s presence to rivaans,
the software can also be used to confuse legitimate userstof n
works with similar SSIDs. An attacker may use this tacticam-c
junction with an AP outside the target network to facilitale
launch of a MITM attack.

3.4 Compromised AP

Even if an AP is properly configured with security featurde li
WEP or WPA-PSK enabled, an attacker can still crack the key be
ing used. With the advances in hacking software, a persdnveity
little security background can easily crack a WEP or a WPAPS
protected Wi-Fi network. The prevalence of some Linux LiM@sC
such as Backtrack [18] make a large collection of easy-toarsl
powerful wireless cracking tools readily available. Onareple of

a common WEP/WPA-PSK key cracking tool is Aircrack-ng [19].

Once the secret key is discovered by an adversary, all of e A
using the same credentials in a Wi-Fi network become rogug AP
This reflects a significant payoff for the adversary becaugeater
number of physical locations for launching attacks becorzl-a
able. Further, a compromised AP allows an attacker to easily
querade herself as a legitimate user and gain access tcdiptyen
sensitive data.

A seemingly easy way to avoid AP compromise is to upgrade the
security protocols used in WPA2. However, WPAZ2 is not cofinpat
ble with the legacy hardware that is widely used in commodity

Fi networks. Furthermore, a large-scale equipment upgnengd
incur prohibitively high cost.

3.5 Remarks

As mentioned in Section 2, it is possible to detect rogue ARS t
fall into the first three classes by performing a walking aadbund

the facility of interest. Alternatively, probes that caastly monitor

the wireless network looking for changes or a server thatitomn
both wired and wireless sides of a network can be used. Haweve
the fourth class of rogue APs cannot be dealt with as easily.

A compromised AP is the most dangerous rogue AP that can exist
in commodity Wi-Fi Networks. In particular, it is difficulbtdetect
such a rogue device because the AP itself is not malfunciipni
(e.g., operating without specified security controls). ther, the

AP does not display anomalous misbehavior such as broauigast

a duplicate SSID. Thus, a Clagsrogue AP can significantly di-
minish the overall security of the network.

RAP is our solution for preempting attacks that can creagei€o
APs, and for detecting the presence of such devices when they
exist. By taking advantage of APs and wireless range extende
instrumented with free software, RAP also provides coetif’e
protection of commodity Wi-Fi networks. A summary of the égp

of rogue APs that RAP defends against is shown in Table 1.

AP Class Possible Scenarios
1. Improperly insufficient security knowledge;
configured faulty driver; physically defective;

multiple network cards

connected to internal LAN without
permission; external neighborhood A
fabricated by adversary

disclosure of security credentials

2. Unauthorized

3. Phishing
4. Compromised

Table 1: Rogue AP Taxonomy and Scenarios.

4. THE RAP SYSTEM

RAP is designed to monitor network activities, forestabes that
could lead to the generation of rogue APs, block unauthd -
work access through rogue APs, and eliminate existing rédre



The three main components that constitute the RAP architect
are: a packet collector, a rogue AP preemption engine, aoguer
AP detection engine. An illustration of the overall architee of
RAP can be seenin Fig 1.

The packet collector is responsible for gathering wirekeafic.
The collected data is then passed to the preemption enghrerew
checks are performed in order to thwart various attacksalljirthe
data is analyzed by the detection engine. There are alseéngrob
functions shared by the preemption and detection enginésaso
adversaries can be lured into revealing their presence.

AP’s MAC address, SSID, nearest extender, working charamel,
typical Received Signal Strength Indicator (RSSI) can bdevac-
cessible to RAP.

4.2 Packet Collector

A packet collector is needed for realtime WLAN monitoring so
that rogue wireless devices can be quickly identified, arra/ork
administrators notified when appropriate. One benefit ofcketa
collector is its natural ability to separate wired and wees traf-
fic. Thus, there is no need for complicated modules that gittéon
isolate the two by examining traffic signatures.

These components can be implemented on an AP or on separate

devices that connect to the AP in a plugin manner. It is imgodrt
to consider network performance when making the above idecis
On a resource constrained AP, the overall network serviakldme

4.2.1 Information Collection
The packet collector needs to have a network device thatiruns

degraded when all three components are implemented on & Th Promiscuous mode at all times. The entire region of intecast

details of each component are described in the followingescb
tions.

Detection Engine
-0S fingerprints

-client locations
-traffic analysis
I Probing Functions

- ARP requests

Preemption Engine !

- rogue management
frames

-duplicate MACs

-unregistered MACs

f

Packet Collector

-probe requests
|

Figure 1: The software architecture of RAP.

4.1 Assumptions

be covered with the assistance of wireless range extendams.

of the packet collector’s duties is to capture all netwodlfic. In
order to measure the storage overhead, we conducted a itegt us
our department802.11 b/g compatible) Wi-Fi network. The test
consisted of a singl802.11b client using ftp to download a large
file from a local server. We carried out the test in the middle o
the night so that there would be no contention from other leg®
clients. The average transfer rate recorded over mang trias ap-
proximately2.2 Mbps. Therefore, by recycling the collected data
every one hour, the storage overhead can be limited to abGix
gabyte. This is a reasonable overhead for even low-end cimgpu
equipment.

Additionally, the packet collector dissects frames intat TCP
components. This allows for information such as client MAE a
dresses, SSID, channel assignment, encryption statuseswbn
interval to be recorded. It also filters the collected traiffito user
specific streams such as AP-client pairs. The relevant déithev
processed by the intrusion preemption and detection esgire
scribed in the following subsections. Lastly, the measiR&SI
values from both APs and extenders are provided to the dmtect
engine.

Note that it is important to hide the packet collector fronverd

The type of Wi-Fi network that we consider uses WEP or WPA I saries. Otherwise, a prudent attacker may change tactiefside

conjunction with MAC address filtering. This combinationfe&-
tures is prevalent in commodity Wi-Fi networks. Additiolyalve
try to avoid rekeying activities, as they require significaverhead.

capture. To prevent inadvertently revealing its preseReéd? per-
forms all sniffing in a passive manner. However, achieving re
passive is not trivial. There is a well-accepted myth conicgy pas-

An example of such a network is the one used by the Department sjye |istening: a network card in promiscuous mode and agshpp

of Computer Science at The George Washington University. Al
though there are abo@b to 30 active users daily, there are over
600 registered users.

Some research argues that monitoring a network from desioes
as APs cannot provide comprehensive coverage [9]. Yet,dhe c
erage problem can be solved with the participation of midthPs

or the utilization of standard wireless range extenderseséhex-
tenders can be purchased for less than$8&from online retail-
ers. Based on the specifications of an off-the-shelf exte(elg.,
the Belkin FD7132), these types of devices can scan all working
channels 0802.11b and802.11g. Additionally, they offer a work-
ing range up tel57.2 meters.

We assume that a floor plan of the building containing thego-b
protected network is available to RAP. In particular, thaaXo-

cation of authorized APs and range extenders should be kbgwn
RAP. The above location data, along with information suclaras

configured firewall cannot reveal the presence of an eavesihg
device.

In actuality, there are a number of ways that a “passiveriate
can actually be active. Since firewalls filter at the IP layed a
above (e.g., at the transport layer to keep state), notadfldrcan
be blocked. Examples of protocols that generate such traffic
clude: 1) the Address Resolution Protocol (ARP), a protdicat
is primarily used for translating IPv4 addresses to Ethekih®&C
addresses; 2) an extension to ARP called Inverse AddressdiRes
tion Protocol (INARP) that performs the inverse of ARP inrRea
Relay networks; 3) the Bootstrap Protocol (BOOTP), whidtved

a client to obtain an IP address automatically during thedicap
process.

Although this protocol operates at the IP/Transport lajtezan
reveal an attacker’s real MAC address before a spoofed ssldem
be set.



In the following, we propose techniques that achieve reat&pe
listening.” We detail these techniques below.

4.2.2 Methods to Achieve Passive Listening

The first technique we describe involves disabling somebapton
a network card, while the second relies on a minor modificaitio
the source code of the TCP/IP stack.

Reconfigure Network CardDne way to prevent responding to any
message that uses IP related informatiisrto turn off the TCP/IP
stack on a wireless card. This can be done by bringing up tite ca
with no IP address configuration. Since there is no IP inféiona
available, no IP packets can be sent. However, the netwodk as

a device, can still be controlled by the OS for collectingrfes in
the air. If IP functionalities are desired, the network devtan be
restarted after the configuration file is changed back.

Recompile TCP/IP Stackin a wired network, an eavesdropper
could physically cut the transmit wires in a network cablensure
that messages are never sent. Although the above technitjue w
not work in a wireless environment, modifying the sourceecofl

the TCP/IP stack can produce a similar effect.

The “send()” function in the TCP/IP stack is responsibledend-
ing packets. By simply disabling the “send()” function aedam-
piling the stack, it will no longer be able to transmit packednce

4.3.1 Eavesdropper Probing

Probing functionality is employed to help prevent Cldssgues
from appearing on a network. In particular, messages aiedyer
cally generated that, when replied to, reveal the presehaesif-
fer. One type of message is an ARP request. If a potentialkatta
is “passively listening” to the network traffic and repliesdne of
the trap ARP requests, her presence will be revealed.

The interval selected for broadcasting these frames refiettade
off between available bandwidth consumption and time neéale
detection. These parameters can be customized based aapthe ¢
bilities of the underlying systems.

4.3.2 Attack Preemption

After obtaining data from the packet collector, the rogue gke-
emption engine will perform the checks outlined below. Beg-pr
empting attacks that could reveal the secret network keypnee
vent the creation of Classrogue APs.

1) Unregistered MAC addresses are temporarily stored heget
with their location information. This is because an attaakéeght
disclose its MAC address to the AP before the knowledge dfi&le
imate MAC address is acquired. The location information lsan
obtained by localization schemes proposed in the liteeaterg.,
[20]). Typically, such localization schemes requiréo 4 basesta-
tions (or APs in our case) with known locations. This requieat

the source code has been modified, the new TCP/IP stack can bdS €asily satisfied in commodity Wi-Finetworks. Additiolyasuch

reloaded into the kernel. We note that recompiling a TCP#eks
might prove to be a time consuming task. Additionally, it kcbie

an inconvenience in environments where frequent changestin
working functionality are needed.

Other network protocol stacks may also reveal the presehee o
network device. One such protocol stack is Internetworkkéac
Exchange/Sequence Packet Exchange (IPX/SPX), whichdshyse
the Novell Netware operating system. IPX and SPX are the-coun
terparts to the IP and TCP layers, and IPX can also be trareshmit
over Ethernet. Similarly, the Network Basic Input/Outpyst&m
(NetBIOS) protocol can reveal network presence. This maltas-

signs each computer on a LAN a NetBIOS name and an IP addres

in order to allow applications on separate computers to coniim
cate. Consequently, a network device, such as a packetuulle
needs to have the above protocols disabled as well.

4.3 Rogue AP Preemption Engine

While attempted network attacks cannot be avoided, it isiptes

to prevent some attacks before they happen. In particutzrtain
amount of information must be collected by an adversaryreeia
attack can actually occur. The prompt identification of sacctivity
can help thwart an impending attack. Subsequently, a rogeie A
preemption engine is included with RAP.

The rogue AP preemption engine of RAP is our first line of de-
fense. The basic objectives of this component are to treffesni
and thwart activity that can lead to AP compromise. Probifape
tential eavesdroppers and network integrity checks arfoimeed

to accomplish these goals. The former is designed to disgas
sive listeners while the latter is used to prevent a legit&ddP from
being compromised.

2This includes both direct and indirect use of IP informatismch
as a ping message and an ARP request, respectively.

information will be shared with the rogue AP detection eegile-
scribed in Section 4.4.

2) Duplicate MAC addresses are temporarily removed from the
MAC filter so that network access is denied. This can happenwh
an attacker spoofs a MAC address to that of a client that iently
connected. The location of any station using this MAC adzivet

be made available by the APs. If one of the locations matdies t
of a previously unregistered MAC address, the location efat
tacker is identified.

3) The presence of management frames (e.g., deautheoifa@mes)

Jwill be observed because many active attacks rely on thertrian

sion of forged frames [21]. Although it has been suggestdd2h

that management frames in 802.11i be authenticated, the &k&P
WPA protocols do not support this functionality. Thus, thegmp-

tion engine needs to keep a record of all management fraragés th
the AP sends out. By doing this, the transmission of a spaoaa
agement frame to a client can be detected, and the AP canechoos
not to respond to requests from that particular client.

For example, in order to launch a dictionary attack on theesha
key used in a WPA-PSK enabled network, an attacker needgto ca
ture the four authentication frames exchanged betweemiat end
the AP. To do this, an attacker may send out a spoofed dediithen
cation message to a client to force the client to re-autbatsito the
AP. In this case, the AP refuses to perform the authenticatio-
cess with the client. Thus, the attacker is prevented froptucang

the frames needed to launch a brute-force attack on the key.

As a complement to the above three tactics, a warning message
can be sent to the system administrator whenever a spoofedl MA
address or a forged management frame is detected.

Nevertheless, there are some cases where an attacker might g
noticed by our preemption system. For example, the attanigt



choose to employ the passive listening techniques deslriligec-
tion 4.2. The attacker could also track legitimate MAC addes
for use at a later time. Once the attacker has acquired thet ey,
the MAC address of a legitimate but currently not presergntli
can be used. Since these types of activities may go unnadtiged
our integrity check module, RAP includes the rogue AP dédact
capabilities described in the next subsection.

4.4 Rogue AP Detection Engine

There are two primary reasons for the rogue AP detectiomengi
First, defending against Clas$s— 3 rogue APs is an inherently re-
active process. For example, there is no way to prevent aokeit
from setting up a phishing AP outside of a private organarati
Secondly, a sophisticated adversary may be able to evaqedhe
emption techniques for Clagsrouge APs.

The rogue AP detection engine is responsible for discogengue
APs regardless of what class they belong to. For Clakses, the
AP probing technique described in Section 4.4.1 is usedr® lu
rogue APs into revealing their presence. Clds®gue APs are
detected by first identifying traffic from an unauthorize@musAd-
ditional mechanisms are included for handling adversdhasare
strong enough to use hardware that violates3t211 standard.
We detail the steps used by RAP’s detection engine below.

4.4.1 AP Probing

An AP advertises its presence several times per second lag-bro
casting special frames that carry its SSID called beacotaio8s

can discover an AP by passively listening for beacons, ordoyst
mitting a probe request message to actively search for an ifP w
a specified SSID. Our detection engine uses active honeypot f
tionality® to discover rogue APs by sending out probe requests. It
is capable of detecting the first three classes of rogue APs.

There is a common misconception that disabling the “Brosidca
SSID” feature hides the SSID. In reality, disabling thistfeea only
makes the AP transmit a null (zero-length) SSID in beacomés
and probe responses instead of the its actual SSID. Thergitire
several other frames (e.g., probe requests, associatiopsts, and
reassociation requests) that carry the SSID. Hence, it [®$si-
ble to keep an SSID value secret without manually reconfiguri
device drivers or hardware to violate tk@2.11 standard.

Therefore, a particular AP can be discovered from its prabe r
sponses. The next step is to determine whether or not it igw#ero
AP. One way to do this is to compare the discovered APs witbeho
belonging to a list of authorized APs. Any AP that is detecad
does not appear in the authorization list can be labeled aguer
device. The relevant values associated with each AP in te td
authorized APs include its MAC address, SSID, working clegnn
and equipment vendor.

Accordingly, our detection system has a probe request fizenie
odically sent out on all of the channels (eld. channels ir802.11b).
This property increases the likelihood of a rogue AP beirtgated
because any AP that hears the request will send a probe sespon
back to RAP. In this response, information such as the MAC ad-
dress must be included, even though the SSID may not be presen
If the reported MAC address matches an unregistered MAGsaddr
found during an integrity check, we can conclude that it bg#oto

3Examples of active honeypot systems include Strider HormyM
keys [23] and the Honeyclient Project [24].

arogue AP. Finally, RAP can have the switch port that is dased
with the rogue AP’s MAC address closed to eliminate it frora th
network.

In the event that a rogue AP spoofs a legitimate AP’'s MAC ad-
dress and SSID, location information should be used to make a
judgement. If an AP announces a legitimate MAC address, &It h
localization results that are inconsistent with those AP MAC-
to-location table, it can be considered to be a rogue AP.

RAP also handles extreme cases where rogue APs have had their
driver and/or firmware modified in such a way that neither bea-
con frames nor probe response frames are transmitted. Asit, re
there is no MAC address information available to draw a aencl
sion. Nevertheless, a disassociation message can be secli¢at

of the suspect AP based on the stream information collegtéled
packet collector. When the client sends out a reassociegiuest,

the MAC address and SSID of the AP will be disclosed.

Note that the above technique can thwart an adversary wethedh |

of strength that has never been assumed before. In partiothar

work such as [8] and [9] assume that an attacker does not have t
ability to violate characteristics of th&02.11 standard. Although

this assumption is reasonable in many cases, the proteuftiamy
system based on it can be undermined. RAP does not place this
limitation on the capabilities of the adversary. Hences iable to
provide both robust and comprehensive protection fromeadiges.

4.4.2 Compromised AP Detection

A compromised AP is detected by identifying an unauthoridasht
who is connecting to it. The client is detected by employirgi-
bination of MAC address information and OS fingerprintinghte
niques. Recall that MAC address filtering is used by the neksvo
under the protection of RAP.

The first3 bytes of a MAC address, the Organizationally Unique
Identifier (OUI), allow us to determine the assignee of aipaldr
card company [25]. Therefore, it is possible to link a cax@yl

with the OS on the laptop that uses the card. For examples card
with an OUI of 00 — 17 — F'2 are known to be used by Apple Inc.
in their MacBook line of computers.

Alternatively, information about OS preference can be it
when users register with the system administrator. A takde-m
ping each MAC address to the OS preference can be createse The
options reflect a tradeoff between potentially increaseéatien
accuracy and overall system complexity.

The OS that is actually running on a suspect client can beifoh
with OS fingerprinting tools. Examples of active and pas§i&
fingerprinting tools are Nmap [26] andff27], respectively. With
this information, we can identify potential attackers bgkimg for
inconsistencies between the card manufacturer/preféd®dnd
the fingerprinting results. A discrepancy may be cause faed “
flag” to be generated about a particular client.

We make a note of the following caveat. There are some ragscas
where the above OUI-to-OS mapping should not be applied. For
instance, a registered MAC address could belong to a PCMCIA
card that is used by different laptops. If these computezsam-
ning different operating systems, false positives coulgdreerated.
Similarly, there are some cases where a card is used by ameachi
that can boot into multiple operating systems. To reducéntipact



of the above scenarios, our mapping based on OS preferemte ca
used.

It is also possible for a sophisticated attacker to defeafiqer-
printing tools by modifying the characteristics of the TCGPtraf-
fic (e.g., ISNs, initial window sizes, and options) that thmse
their identifications on. A freely available tool that perfts such
functions is IP Personality [28]. Still, there is no guamnthat
an attacker knows the OS that typically runs on the machirle wi
(the network adapter with) the MAC address she is spoofingnTh

a guess should be made as to what OS a client is using based on

OS market share information. If the guess is correct, trecltt
cannot be identified. In this case, intrusion detection dasetech-
nigues from machine learning and data mining [29] could ke pe
formed. For example, a profile could be created for each tiet
indicates their Internet usage characteristics.

5. CONCLUSION

In this paper, we provided a comprehensive taxonomy of rogue

APs. Our classification includes improperly configured Aftssh-

ing APs, unauthorized APs, and a new class of rogue AP tersed a

compromised APs. We then develop a novel system for proggcti
commodity Wi-Fi networks from rogue APs called RAP. An attra
tive feature of RAP is that it requires neither specializaddvare
nor modification to existing security standards. Furthiee, pro-

posed mechanism can be connected to or implemented on APs as

small plugins. It also makes use of freely available matafe s
ware in order to provide a cost-effective security solutibastly,

RAP can protect networks from rogue APs even when assuming

that adversaries have the ability to use customized equipthat
violates the IEEEB02.11 standard. RAP is the first system that can
successfully protect the network under that assumption.

As a part of our future work, we plan to deploy RAP on a test Wi-
Fi network. Additionally, we are anticipating the inclusiof new
features for RAP that can further improve its network protec
abilities. One such feature is a proactive honeypot modidedan

be used to better preempt various attacks.
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